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(tamper near3 (protection or 
resistence)) and (encrypt$3 or 
decrypt$3 or reencrypt$3 or key or 
checksum or cryptographic ) and 
(detect$3 near5 illegal) and 
(attempt$3 or attack$3 or hack$3 
or aemes or aeniai or eiiminai$.j or 
circumvent$3 or protection or 
authenticate or authoriz$5 or 
cipher$5 or "dye packet" or 
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' EPO; JPO; 
• DERWENT; 
; IBM_TDB 


OR 


OFF 


2007/03/10 18:52 


S4 
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england.in. and (tamper near3 
(protection or resistence)) and 
(encrypt$3 or decrypt$3 or 
reencrypt$3 or key or checksum or 
cryptographic ) 


: US-PGPUB; 
; USPAT; 
! EPO; JPO; 
: DERWENT; 
: IBM_TDB 


OR 


OFF 


2007/03/10 18:58 


S6 
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england.in. and microsoft.as. 


' US-PGPUB; 
, USPAT; 

EPO; JPO; 
; DERWENT; 
: IBM_TDB 


OR 


OFF 


2007/03/10 19:02 
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717/106.ccls. 


! US-PGPUB; 

USPAT; 
! EPO; JPO; 
! DERWENT; 
i IBM_TDB 
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OFF 


2007/03/10 19:03 
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717/106.ccls. and (tamper near3 
(protection or resistence)) and 
(encrypt$3 or decrypt$3 or 
reencrypt$3 or key or checksum or 
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; USPAT; 

EPO; JPO; 
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101 



(convert$3 or conversion or 
adapt$3 or modify$3 or 
modification or alter$5 ) and 
"tamper resistant" and encrypt$3 
near3 (section or subsection or 
module or component or portion or 
selected) and (instrument$3 or 
trigger$3 or invoc$5 or event or 
handl$3 or trap$4 or interrupt$3 ) 
and (decrypt$3 or key or authority 
or authoriz$5 ) and (branch$3 or 
jump$3 or redirect$3 or transfer$4 
or address$3 or indirect$3 ) and 
(remot$3 or rpc or network$3 or 
distributed ) and 717/???.ccls. 

(James and horning). in. 



(convert$3 or conversion or 
adapt$3 or modify$3 or 
modification or alter$5 ) and 
"tamper resistant" and encrypt$3 
near3 (section or subsection or 
module or component or portion or 
selected) and (instrument$3 or 
trigger$3 or invoc$5 or event or 
handl$3 or trap$4 or interrupt$3 ) 
and (decrypt$3 or key or authority 
or authoriz$5 ) and (branch$3 or 
jump$3 or redirect$3 or transfer$4 
or address$3 or indirect$3 ) and 
(remot$3 or rpc or network$3 or 
distributed ) and 7??/???.ccls. 

(convert$3 or conversion or 
adapt$3 or modify$3 or 
modification or alter$5 or insert$3 ) 
and tamper same encrypt$3 near3 
(section or subsection or module or 
component or portion or selected) 
and (instrument$3 or trigger$3 or 
invoc$5 or event or handl$3 or 
trap$4 or interrupt$3 ) and 
(decrypt$3 or key or authority or 
authoriz$5 ) and (branch$3 or 
jump$3 or redirect$3 or transfer$4 
or address$3 or indirect$3 ) and 
(remot$3 or rpc or network$3 or 
distributed ) and 7??/???.ccls. 



US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 
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(convert$3 or conversion or 
adapt$3 or modify$3 or 
modification or alter$5 or insert$3 ) 
and tamper same encrypt$3 near3 
(section or subsection or module or 
component or portion or selected) 
and (instrument$3 or trigger$3 or 
invoc$5 or event or handl$3 or 
trap$4 or interrupt$3 ) and 
(decrypt$3 or key or authority or 
authoriz$5 ) and (branch$3 or 
jump$3 or redirect$3 or transfer$4 
or address$3 or indirect$3 ) and 
(remot$3 or rpc or network$3 or 
distributed ) and (communicat$3 or 
report$3 or transmit$4 ) near3 
(alert$3 or alarm$3 or unauthoriz$5 
or nonauthoriz$5 or hacker or 
attack$3 ) 

(convert$3 or conversion or 
adapt$3 or modify$3 or 
modification or alter$5 or insert$3 ) 
and tamper same encrypt$3 near3 
(section or subsection or module or 
component or portion or selected) 
and (instrument$3 or trigger$3 or 
invoc$5 or event or handl$3 or 
trap$4 or interrupt$3 ) and 
(decrypt$3 or key or authority or 
authoriz$5 ) and (branch$3 or 
jump$3 or redirect$3 or transfer$4 
or address$3 or indirect$3 ) and 
(remot$3 or rpc or network$3 or 
distributed ) and ginter.in. 
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33 (convert$3 or conversion or 
adapt$3 or modify$3 or 
modification or alter$5 or insert$3 ) 
and tamper same encrypt$3 near3 
(section or subsection or module or 
component or portion or selected) 
and (instrument$3 or trigger$3 or 
invoc$5 or event or handl$3 or 
trap$4 or interrupt$3 ) and 
(decry pt$3 or key or authority or 
authoriz$5 ) and (branch$3 or 
jump$3 or redirect$3 or transfer$4 
or address$3 or indirect$3 ) and 
(remot$3 or rpc or network$3 or 
distributed ) and (identity or 
identify or indentification or 
communicat$3 or report$3 or 
transmit$4 or prosecut$3 ) near3 
(illegal or alert$3 or alarm$3 or 
unauthoriz$5 or nonauthoriz$5 or 
hacker or attack$3 or tamper$3 or 
snoop$3 ) 

21 tamper same encrypt$3 and 

(decrypt$3 or key or authority or 
authoriz$5 ) and (identity or 
identify or indentification or 
prosecut$3 ) near3 (illegal or 
alert$3 or alarm$3 or unauthoriz$5 
or nonauthoriz$5 or hacker or 
attack$3 or tamper$3 or snoop$3 ) 
same (communicat$3 or report$3 or 
transmit$4 ) 

318 (illegal or alert$3 or alarm$3 or 
unauthoriz$5 or nonauthoriz$5) 
near5 hacker same (communicat$3 
or report$3 or transmit$4 ) 

25 (illegal or alert$3 or alarm$3 or 
unauthoriz$5 or nonauthoriz$5) 
near5 hacker same (communicat$3 
or report$3 or transmit$4 ) same 
(identify or identification or identity) 

1193 713/182.ccls. 



US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
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US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 



US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
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IBM_TDB 
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ON 
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"tamper resistant" and encrypt$3 
near3 (module or component or 
portion or selected) 
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713/187. eels, and (convert$3 or 
conversion or adapt$3 or modify$3 
or modification or alter$5 ) and 
"tamper resistant" and encrypt$3 
near3 (module or component or 
portion or selected) 
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IBMJTDB 
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713/190. eels, and (convert$3 or 
conversion or adapt$3 or modify$3 
or modification or alter$5 ) and 
"tamper resistant" and encrypt$3 
near3 (module or component or 
portion or selected) 
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/li/ lyl.ccls. and (convert$3 or 
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"tamper resistant" and encrypt$3 
near3 (module or component or 
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713/194. eels, and (convert$3 or 
conversion or adapt$3 or modify$3 
or modification or alter$5 ) and 
"tamper resistant" and encrypt$3 
near3 (module or component or 
portion or selected) 
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OR 


ON 
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717/12?. eels, and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) nearS (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) nearS (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 
. DERWENT; 
, IBMJTDB 
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OR 
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OFF 
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S36 



S37 



S38 



10 



S39 



717/13?. eels, and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) near5 (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) nearS (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 

717/14?.ccls. and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) near5 (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) nearS (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 

713/190.ccls. and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) nearS (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) near5 (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 

713/191.ccls. and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) near5 (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) near5 (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 



US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 



OR 



US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 
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USOCR; 

FPRS; 

EPO; JPO; 
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OR 



OFF 



OFF 
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OFF 
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S40 


11 


713/182.ccls. and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) nearS (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) near5 (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


OFF 


2007/08/29 15:19 


S41 


6 


713/187. eels, and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) nearS (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) near5 (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


OFF 


2007/08/29 15:19 


S42 


12 


713/194. eels, and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
) near5 (portion or segment or 
subsection or section or partition or 
selected ) and (debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) near5 (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 
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OR 


OFF 


2007/08/29 15:46 
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S44 
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"20040010778" and 717/13?.ccls. 
and (encrypt$3 or scrambl$3 or 
ciphertext or secur$3 ) near5 
(portion or segment or subsection 
or section or partition or selected ) 
and (debug$4 or monitor$3 or 
emulat$3 or simulat$3 ) near5 
(inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 ) and (transfer$4 or 
remote$2 or offsite or deploy$4 ) 
and (gui or ui or console or site or 
alert$3 or report$3 ) 

489 713/???.ccls. and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
or "cypher-text" or protect$3 ) 
near3 (portion or segment or 
subsection or section or partition or 
select$3 or part) and (inject$3 or 
incorporat$3 or attach$3 or 
instrument$5 or hook$3 or prob$3 
or insert$3 or modify$3 or add$3 or 
convert$3 ) and (transfer$4 or 
spawn or redirect$3 or invok$3 or 
invocation or instantiat$3 or hand$3 
or interrupt$3 or event or handl$3 ) 
near3 (decrypt$3 or decipher$3 or 
unscrambl$3 or debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) and (gui or ui or console or site or 
alert$3 or report$3 or messag$3 ) 
and (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 or convert$3 ) nearS 
(software or application or program 
or code or instructions) 



US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 



US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 



OR 



OFF 



OR 



ON 



2007/08/29 17:29 



2007/08/30 10:13 



Page 8 



EAST Search History 



S46 
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S49 



17 714/???xcls. and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
or "cypher-text" or protect$3 ) 
near3 (portion or segment or 
subsection or section or partition or 
select$3 or part) and (inject$3 or 
incorporat$3 or attach$3 or 
instrument$5 or hook$3 or prob$3 
or insert$3 or modify$3 or add$3 or 
convert$3 ) and (transfer$4 or 
spawn or redirect$3 or invok$3 or 
invocation or instantiat$3 or hand$3 
or interrupt$3 or event or handl$3 ) 
near3 (decrypt$3 or decipher$3 or 
unscrambl$3 or debug$4 or' 
monitor$3 or emulat$3 or simulat$3 
) and (gui or ui or console or site or 
alert$3 or report$3 or messag$3 ) 
and (inject$3 or incorporat$3 or 
attach$3 or instrument$5 or hook$3 
or prob$3 or insert$3 or modify$3 
or add$3 or convert$3 ) near5 
(software or application or program 
or code or instructions) 

83 717/???.ccls. and (encrypt$3 or 
scrambl$3 or ciphertext or secur$3 
or "cypher-text" or protect$3 ) 
near3 (portion or segment or 
subsection or section or partition or 
select$3 or part) and (inject$3 or 
incorporat$3 or attach$3 or 
instrument$5 or hook$3 or prob$3 
or insert$3 or modify$3 or add$3 or 
convert$3 ) and (transfer$4 or 
spawn or redirect$3 or invok$3 or 
invocation or instantiat$3 or hand$3 
or interrupt$3 or event or handl$3 ) 
near3 (decrypt$3 or decipher$3 or 
unscrambl$3 or debug$4 or 
monitor$3 or emulat$3 or simulat$3 
) and (gui or ui or console or site or 
alert$3 or report$3 or messag$3 ) 

"20050204348" and debug$4 



US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 



OR 



ON 



2007/08/30 10:00 



US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 



OR 



ON 



US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 



OR 



ON 



2007/08/30 15:21 



2007/08/30 15:38 
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"20040181772" and debug and 
"execution controller" 



US-PGPUB; 
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